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INTRODUCTION

Enterprises across Europe are undergoing what is perhaps the most 
significant transformation in a generation, moving resources and 
relationships into the digital realm.  Initiatives such as digital 
transformation and Industry 4.0—an intelligent network of manufacturers, 
suppliers and customers, which is taking shape around the world and is 
gaining ground across Europe—mean greater connectedness among 
businesses, customers and partners.  

Tens of billions of connected digital devices are expected in the 
European Union by 2020, according to a report by the European 
Commission, and yet “despite the growing threat, awareness and 
knowledge of cybersecurity is still insufficient: 51% of European citizens 
feel uninformed on cyber threats; 69% of companies have basic or no 
understanding of their exposure to cyber risks.” In addition, “ransomware 
attacks have increased threefold between 2015 and 2017; [and] the 
economic impact of cybercrime rose fivefold since 2013.”1 

This report, which is based on a Forbes Insights survey of 451 enterprises 
across Europe, including 50 in the UK, explores the state of cybersecurity 
in these regions and how the perceptions of business leaders and 
security practitioners vary on these issues. 

We focus primarily on comparing the UK and European findings but have 
indicated where there are significant differences.  We also provide 
recommendations on how UK organizations can better protect their 
operations.
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Unfortunately, the emerging digital 
world is exposing organizations to new 
security threats. 

 1 “Reform of cybersecurity in Europe,” European Council - Council of the European Union, October 2018.
https://www.consilium.europa.eu/en/policies/cyber-security/
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KEY FINDINGS

Throughout the UK and Europe, executives are in broad alignment with security practitioners on the 
nature and scope of cybersecurity threats. 

             
There is disagreement on what measures need to be taken, and on the progress organizations are 
making in reducing or minimizing their attack surfaces. 

The survey identified the following trends among enterprises in these regions.

Cybersecurity Is an Executive Concern

Looking at the current state of cybersecurity across UK companies, there is widespread agreement that 
enterprises aren’t doing enough to protect their data sets, be it with money, policies or simply a matter 
of summoning up political will.  Almost all (92% of respondents), say they lack the financial resources 
they require to address cybersecurity.  Another 82% admit they are lacking coherent security strategies, 
and 82% express the need for strong policy guidelines.  Respondents from the UK seem to be indicating 
a significantly more challenging cybersecurity landscape than much of the rest of Europe (Fig. 1).

European executive leaders also agree with IT practitioners that there is an urgent need for more 
cohesive security policies and practices.  More than 80% of business executives, and 75% of 
practitioners, believe there is a talent deficit in their organization to deal with the increasing 
sophistication of attacks, and more than two-thirds of C-suite respondents agree there is a lack of top 
executive support for security in their organizations.  Roughly three-quarters of both sets of 
respondents believe the solutions their organizations are working with are outdated (Fig. 2).  Overall, 
close to two-fifths of both executives and practitioners aren’t happy with their organizations’ ability to 
respond to issues (Fig. 3). 

But there is a disconnect between the ideals 
expressed by those on top (the C-suite) versus 
those in the trenches (the practitioners). 
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Figure 1:            
Cybersecurity Challenges Faced By Enterprises In Europe and the UK                       
(% who indicated each challenge at least “somewhat represents” their security organization)                       

Figure 2:      
Where Executives And Practitioners See 
Challenges                   

Figure 3:      
Satisfaction With Response Times To Security 
Incidents



Threats Target Employees

UK enterprises need to provide greater employee education to protect 
against the most pervasive threats.  The most common security issue 
experienced over the past three years in the UK is password phishing, 
cited by 36%.  Identity and access issues were also cited by 28%, 
followed by socially engineered malware (22%) (Fig. 4).  Identity and 
access problems are more likely to be solved through updated 
technology, but the social engineering-based issues (including phishing) 
can only be effectively addressed by a more aware employee population 
in addition to technical measures.

Across Europe as a whole, both executives and practitioners have at 
least some awareness of the threats their organizations have been 
facing, although overall, practitioners have a generally more pessimistic 
assessment of the threat landscape, which is perhaps to be expected—
particularly related to bad actors taking advantage of end-user 
vulnerabilities (Fig. 5).
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Figure 4:      
Security Breaches Over Past Three Years In Enterprises
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Confidence in Cybersecurity Measures Is Low

As mentioned above, many cybersecurity threats relate to the unpreparedness of employees and 
end-users. Over half of UK enterprises say many cybersecurity issues can be mitigated by putting 
more safeguards against operational or human errors.  Slightly fewer, 38%, favour implementing more 
technology solutions to address the issue, which given the wider evidence that merely implementing 
more point security solutions simply isn’t working any more as a strategy, is somewhat concerning

Confidence in current corporate security measures—regardless of where and how they are 
implemented—is lukewarm at best.  Only 14% of UK businesses express extreme confidence in the 
security of their cloud engagements – a little over half of the average for Europe as a whole - and a 
similarly low number have high levels of confidence in their existing security products and tools. 
Devices in the UK are seen as being relatively secure, certainly more so that wider IT infrastructures. 
Confidence in the readiness of people and talent to enforce cybersecurity is low, cited by only 14%.  
In addition, only 16% are highly satisfied at the pace in which their enterprise resolves issues, while 
26% feel they can do much better.  Interestingly, whilst the security profile of the emerging Internet of 
Things (IoT) is higher than some other core areas (and than the rest of Europe) at 16%, it is 
nevertheless expressing a very  low high level of confidence in the security of IoT instances (Fig. 6).

Across Europe as a whole, executives tend to express higher levels of confidence in the security of 
various aspects of their operations than the practitioners that are actually responsible for it.  Close to 
one in four European executives, 23%, cite high levels of confidence in cloud security, compared with 
only 20% of practitioners.  When it comes to infrastructure, the difference is even starker.  Only 13% 
of European security practitioners express extreme confidence in the security of their infrastructure—
compared with 24% of their business leaders (Fig. 7).  Irrespective of who is right, the fact that there 
is such a clear difference between management and practitioner opinion on the state of security 
should be taken as a problem in itself. Modern IT security is a team activity and efforts should be 
made to ensure everybody in the organization is working together with the same objectives and 
outlook.
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Figure 5:       
Executives’ and Practitioners’ Awareness of Security Breaches
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Collaboration on Cybersecurity Is Lacking

While European business leaders are broadly in alignment with their practitioners when it comes to 
awareness of security vulnerabilities in their organizations, they are perhaps more likely to overstate 
positive progress on these fronts—a view not as widely shared by practitioners.  

UK organizations however need to bring together constituencies from across their enterprises.  
Overall, collaboration is seen as very weak compared to Europe overall.  Less than a quarter consider 
teams across their organizations to be “highly collaborative” when it comes to addressing security 
strategy and/or addressing security concerns and only Security teams are rated as being even close 
to the European average.  On the other hand, UK C-suites are seen as being significantly more 
collaborative than in the rest of Europe when it comes to leading their organization in the area of 
security – 24%.

The network is likely to be the core vehicle with which a transformed security strategy is delivered to 
the rest of the business.  Close collaboration between all functional teams will be critical to the success 
of this transformation as will firm leadership from the top of the organization.

Just as we saw a difference between the views of practitioners and management in Europe on the 
state of security in their organizations, there’s a similar disparity in views when it comes to the 
perception of the degree of collaboration taking place in transforming security.  While close to one-
third of European C-suite leaders say their security teams are seeing high levels of collaboration, less 
than one in four practitioners feel there is collaboration. In terms of perceptions of C-suite collaboration, 
the difference is even starker—25% of executives say they are collaborating in a significant way to 
address cybersecurity issues, versus only 14% of practitioners (Fig. 9). 
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Figure 7:      
Executives’ And Practitioners’ Confidence In Security 

Worse yet, while many C-level executives see themselves 
as key participants in progressing cybersecurity, few of 
their practitioners on the ground agree. 
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Figure 9:       
Executives’ And Practitioners’ Confidence   
In Security 
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Less Than Half of Organizations Are Increasing Investments to Ward 
Off Threats
Roughly two in five European organizations will be increasing their investments in key cybersecurity areas.  
In the UK cloud security will see the highest levels of investment, with 40% of businesses planning to ramp 
up spending.  Device security will only receive half as much of an investment focus over the next three 
years, indicated by 39%.  Another 38% intend to increase spending for infrastructure security and 36% threat 
security (Fig. 10).

Among UK companies, the strongest push is being seen in investing in purchasing or installing new security 
solutions. 18% expect to significantly increase their investments in upgrading their current solutions while 
16% will be purchasing new solutions.  This may be an issue if it’s a symptom of continuing to spend their 
way out of the problem, because most analysts agree that this probably won’t work – it’s security 
transformation that is required, rather than more tactical point solutions.  Meanwhile 14% report they will be 
making significant investments (>10% increase from current spending) in staffing their enterprises with 
people knowledgeable about cybersecurity with a further 8% training current employees in these 
capabilities(Fig. 11). 
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Emphasis on Products, but There Are Too Many
The leading response to cybersecurity issues by UK enterprises is to implement more procedures and 
policies (46%) and another 32% sponsored additional training to update the skills of their security teams (Fig. 
12) – these are consistent with transformation of the security model. However, two in five UK enterprises say 
they acquired new security tools or solutions over the past year to address potential security issues, which 
still looks like trying to spend their way out of the issue – 

Executives and practitioners are in close alignment in terms of awareness of actions taken to address 
security issues (Fig. 13).  Close to one-third of European executives, 32%, report having 26 or more security 
products installed across their enterprises.

Figure 12:      
Actions Taken By Enterprises To Enhance Cybersecurity

It’s possible the data is showing that the UK 
market is hedging its bets when it comes to 
security transformation.
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Cloud as an Imperfect Cybersecurity Hedge
Cloud is changing the way UK enterprises look at cybersecurity. A majority, 
66%, report they have altered their security strategy to some degree as they 
have moved applications and systems to cloud. More than half of this 
segment, 34%, admit that a substantial portion of their security efforts have 
actually been subsumed into the cloud to date(Fig. 14

While most UK organizations seem to be learning to trust the cloud to help 
manage cybersecurity concerns, there are still lingering worries about handing 
vital functions to a third party. More than a third of UK executives and 
practitioners, 36%, worry about going to cloud since doing so would mean 
they would no longer have complete control over the infrastructure from end 
to end. However, for the UK market, the biggest concern seems to be a lack of 
visibility of what is happening in the cloud (38%). Thirty-two percent are 
concerned about the lack of a consistent operational model for policies across 
on-premises to cloud. It all seems to be about a perceived loss of control 
when it comes to workloads in the public cloud (Fig. 15).
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RECOMMENDATIONS

For enterprises seeking to protect their infrastructures, here are a few recommendations to consider:

6

5

4

3

2

1 Develop a proactive security strategy that focuses on reducing an enterprise’s attack 
surface, versus attempting to lock down multiple points. 

The key is to narrow hackers’ or bots’ options to take down the network. Still, many companies 
opt to increase their attack surface as they expand their use of networks, such as IoT. This 
requires a holistic approach to security, encompassing all applications across the enterprise.

Focus on simplifying and consolidating enterprise security assets. 

The survey finds organizations rely on a wide plethora of vendors, covering a range of 
functions. This results in a fragmented and disjointed approach to security. Bringing security 
approaches into a single unified strategy will not only help reduce duplication but will also 
ensure a consistent measure to protect corporate assets. 

Work toward greater security awareness across all members of the enterprise. 

The greatest threats come from a lack of employee awareness or end-user training to deal 
with ongoing cybersecurity threats. An investment in training may be a cost-effective way to 
prevent unwanted code from corrupting corporate systems. Just as police rely on citizen 
engagement and watchfulness to prevent and fight crime in their communities, enterprises 
need the full engagement of their employees. 

  

Encourage and reward greater collaboration with and beyond security teams. 

Currently, only one in four executives and practitioners are seeing high levels of collaboration. 
As data, systems and applications touch every corner of the business, security needs to be an 
enterprise effort.

 

Collaborate with cloud providers on security and maintain due diligence.

Many enterprises are turning over their security work to cloud providers. However, security 
can and should not be outsourced. Rather than rely on providers’ security promises, enterprise 
managers need to work closely and collaboratively with cloud providers to understand how 
security is being handled and who is providing such security. 

Enterprises in the UK are not alone in their vulnerability to cybersecurity threats

—the entire world is facing attacks from nation-states, hackers, disgruntled internal employees 
and other bad actors. A hybrid strategy incorporating the latest technologies, techniques and 
training is needed to minimize these threats and keep the path to digital transformation clear.



METHODOLOGY

Forbes Insights surveyed 1,001 security leaders across the 
globe, including 451 from Europe and 200 from the Middle 
East and Africa, in January and February 2019 about the 
state of their organization’s security practices.  European 
respondents came from 18 countries, including 8% each 
from France, Germany, Israel, Italy and the United Kingdom.  
Respondents represented the C-suite—including CIOs (11%), 
CISOs (9%) and CTOs (8%)—and practitioners like VP and 
director-level executives in IT security, networking and 
compliance (39%), as well as architects, managers and 
engineers (18%).  All came from organizations in financial 
services, healthcare, manufacturing, retail or government/
education with annual revenue greater than $250 million
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